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ABSTRACT

There has been a growing occurrence of false and misleading in-
formation including low-quality news on events of civic volatil-
ity like elections, public health crises, and wars. The spread of
such unreliable content is often achieved by employing groups
of accounts that promote news narratives through coordinated
campaigns. We present a content-agnostic method to analyze the
influence of Wikipedia’s perennial sources. This method relies on
publicly available engagement and network data and is capable of
identifying previously unknown accounts that are part of coordi-
nated networks promoting potentially unreliable narratives. We
track articles between 2020 and 2022 published by two Russian
media outlets, Russia Today and Sputnik News, and investigate
the networks of accounts involved in amplifying their content to a
wider audience on the popular microblogging website, Twitter. In
view of the need for open-source intelligence systems to track the
external impact of news providers in order to quantify the harms
from Wikipedia’s unreliable sources, we present a platform contain-
ing the results of our analysis, where external actors including the
public can access the detailed analysis of content-sharing networks
that we develop without reliance on the substantive nature of the
content.
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1 INTRODUCTION

In recent years, the rise of social media misinformation has become
a growing concern due to its potential to spread false information
and manipulate public opinion [4, 7, 10, 13, 16]. Social media has
connected people from all over the world and enabled them to share
ideas and news quickly and easily. However, this has also created
an environment that can be used to spread false information and
propagate conspiracy theories with relative ease[11, 15]. Disinfor-
mation has been used to manipulate political perspectives, with
modern tools like ChatGPT ! shown to be successful in delivering
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persuasive messages to the population. While neutral venues like
Wikipedia provide labels to assess the reliability of these media
providers, it is important to quantify their external impact and
measure the risks they present for the public. We develop a novel
audit to analyze the dissemination of information over the social
media platform. This audit is analogous to those conducted in com-
plex financial transactions to monitor the flow of funds between
entities. Such an audit provides the public with insight into how
organizations are using social networks for communication. These
audits involve a systematic review of the flow of information and
its origin to ensure transparency and integrity. Additionally, by
gathering data from a sample of social networks and analyzing
the content, we can gain insight into the overall landscape and
more accurately evaluate how certain types of information are
being spread. This research focuses on an audit of two Russian
state-backed media outlets, Russia Today and Sputnik News, to in-
vestigate the content-sharing mechanisms and networks of actors
involved in propagating misleading information. These outlets have
been widely documented as having been involved in disseminating
false or politically-biased information and classified as unreliable
by Wikipedia and the US State Department. Our audit conducted a
thorough analysis of the activities of these networks by tracking
their activity on the platform since 2008, enabling us to accurately
identify coordinated inauthentic networks of actors engaged in
spreading misleading information.

Prior Art: Recent research has explored various techniques to ef-
fectively analyze and interpret data from social media platforms for
various applications.[12] utilized a data mining approach to inves-
tigate the phenomenon of fake news on social media while others
identified rumors on social media platforms. [14] took an approach
that focused on investigating the accuracy of fake news and related
factuality issues. [6] presents a survey of stance detection in social
media posts.

2 METHODOLOGY

We obtained three datasets from the FOCUSdata Project [3]. This
project analyzed English content posted by official media and for-
eign ministry websites of Russia, Iran, China, and North Korea.
These datasets comprised of 410, 000 articles that were published
by official sources like Sputnik, and Russia Today from 2004 to 2022.
We selected a sample of 25,000 articles from these 3 datasets that
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specifically mention Ukraine as the topic of interest. We scraped
tweets containing the URL of a subset of 8000 articles with the
help of academic and developer access to Twitter API 2. This data
comprised of 50M tweets posted by 14M users having 145M con-
nections.

3 EXPERIMENTS

3.1 Visualization

When the URL to a news article is entered on our dashboard 3, a
detailed analysis is presented, and the key information is visualized.
Firstly, a summary of the article is provided along with a word cloud
and link to related articles. Then we provide a manipulation score
which is calculated using 4 factors: source, language, coordination,
and bot-like activity. Each of these factors are accounted for inde-
pendently and then their average is reported as the manipulation
score. We report our misinformation score by rating the likelihood
of misinformation based on the source and identifying propagandis-
tic words and phrases with the help of Al techniques. Additionally,
we consider inauthentic sharing behavior such as trolls and bots
in order to detect propaganda activity. We provide tweet statistics,
like top 10retweeted users, hashtags, languages, and time series
bar charts; plus a network graph to show connections between
accounts that shared a URL within a short period of time. Lastly,
we give an overview of bot activity related to a specific article, with
the overall score from Botometer [17].

3.2 Topic Modeling

We applied topic modeling to a dataset of nearly 25, 000 articles that
were clustered into 198 topics using the Top2Vec model [1]. The
content of these articles were provided as input to a pretrained pro-
paganda detection model [2] with labels including loaded language,
flag waving, causal oversimplification, and appeal to authority [8].
We developed a metric using a count vector for the topics promot-
ing propagandist speech, identified by a manual process. In ongoing
work, we are automating this process by using Scattertext [5] to
identify the users whose conversations constitute outliers when
compared to the rest of the corpus followed by a rank-based method
to detect potential propaganda being promoted by a collection of
similarly identified outliers.

3.3 Co-ordination Scores

We use a heuristic metric based on the time interval of sharing
or reacting to a URL on Twitter to determine whether an article
has been involved in coordination activity. We employ a technique
analogous to the Coordination Detection Framework [9] which
tries to detect coordinated activities based on interactions between
several users. We expect to extend this to work across several media
providers and social networks in order to drive impact on the media
landscape externally using the collective wisdom of the Wikimedia
community.

Zhttps://developer.twitter.com/en/docs/twitter-api
3https://parrot.report

4 CONCLUSION

In conclusion, the rise in social media and disinformation has be-
come a major concern for our society. It is essential to put in place
effective rules and regulations to monitor the spread of information,
and an audit of social media platforms can be a powerful tool to do
so. Our research has demonstrated the potential of using an audit to
identify coordinated networks that are disseminating media from
outlets that Wikipedia lists as unreliable and allows the Wikime-
dia community to view the external impact and influence of these
providers via a quantitative lens.
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Figure 3: The Schema of the Graph Database that the Col-
lected Data is Ingested into for Low-latency Querying Over
Entity-Relationships.

Botometer Accuracy in Identifying Potential Article-wise Influence Operations

© Botometer Hits
@ Botometer Misses

o . @ Coordinated Sharing
ukraine-civilian-casualties-un... L]
Pl e
ol itory-..
Pl (o

crisis-between-moscow-washington...  @——@

nato-bombing-serbia-remains-unrec... @———@
yP (o

wikipedia-founder-establishment-p... ~ O-@
tern-press-has-kept-silent-for-ye... @———@

osce-obsen

Figure 4: Comparing per-article Novel Accounts in relation to
Botometer Scores for their ’bot-like’ activity for 27 randomly
sampled articles

Figure 1: An example of a graph showing accounts that shared
a specific URL and have been observed to co-share content
within very short time intervals, which is a possible indicator
of bot activity. The size of the node corresponds to the total
engagement with their tweet.

Botometer Accuracy in Identifying Coordinating Accounts
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Figure 2: Sample of 160 Accounts Spreading RT/Sputnik news:
Botometer Scores for ’bot-like’ activity do not identify them
behavior despite clear coordinated link-sharing behavior (0-
100)
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