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Mis, Dis and Malinformation
MDM Archetypes

Source: Council of 
Europe’s Information 
Disorder framework.



MDM Examples

What would you classify this as?

https://app.sli.do/event/1hXNLSYVS2d9Uy8vGeuB7N/embed/polls/d14a6f68-6a06-49b9-9662-a4b07d047215
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What would you classify this as?

https://app.sli.do/event/1hXNLSYVS2d9Uy8vGeuB7N/embed/polls/49e7e3e5-0de6-4841-ba9a-e90c019a5252

Let's watch the Video

https://www.facebook.com/stoney.bradwell/videos/726304678879050


MDM Examples

What would you classify this as?

https://app.sli.do/event/1hXNLSYVS2d9Uy8vGeuB7N/embed/polls/49e7e3e5-0de6-4841-ba9a-e90c019a5252

Let's watch the Video

https://twitter.com/ML73050761/status/1628620188231819265
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Thinking through a Historical Lens

Text

Video

Image

Audio

Newspapers

Radio

Paintings

Television



Modalities of Disinformation

1999-07 Texting

Video2005-10Podcasts2000-12

Image-sharing2003-08



Discussion

Which modality is most effective to spread 
disinformation?



Discussion

●



Takeaway

● Video is more persuasive than text 
and audio:

○ Text needs people to read, 
visualize, imagine, and 
understand

○ Video is upfront, ‘see to believe’
○ Video is associated with greater 

engagement and higher perceived 
realism 



Discussion

Why do people share fake news?

https://padlet.com/swapneelsmehta/why-do-people-share-fake-news-t5oe2j46ph44af8w



Discussion



Takeaway



Methods of Proliferation of MDM Ops

Adversarial Actors

Agenda Approach

Dismiss Discrediting true information that contradicts disinfo.

Distort Taking true info. and altering or exaggerating it.

Distract Deliberately lying / creating false info. to deceive others.

Dismay Using scare tactics to prevent the truth from coming out

Divide Employ polarization tactics to exploit divisive opinions

Ben Nimmo, Graphika

https://ai.umich.edu/blog-posts/spotting-fake-news-ben-nimmo-disinformation-misinformation-fake-news-teach-out/


Manifestation of MDM Ops

Adversarial Behaviors

Behavior Description

SockPuppet Online identity used to deceive, typically in public

Astroturfing Taking true info. and altering or exaggerating it.

Sealioning Pester people with persistent requests for evidence (JAQ)

Catfishing Online identity used to deceive, targeting individuals

UNHCR, 



Manifestation of MDM Ops

Social Cybersecurity

https://link.springer.com/article/10.1007/s10588-020-09322-9


Countering MDM Operations

So how can we stop these tactics?



Discussion

●



Takeaway

● People say sharing only accurate information is 
important

○ Sharing does not necessarily reflect belief
○ Unique intervention – follow people and 

prompt them to identify accuracy of headline
○ Improves the quality of shared information 

after the intervention
○ Do people just need nudges? 



Identification and Mitigation
Category Approach Examples

Fact-checking Manually verify claims in 
posts

IFCN, Open Feedback, Politifact, 
Snopes, FactCheck.org, 

Scores Scoring the credibility of  
media providers or accounts

MBFC, Iffy News, NewsGuard, 
Botometer, Have I shared Fake 
News

Policy Interventions Platform content 
moderation, external 

Twitter, Meta, Reddit, Media 
Literacy (Interventions)

External datasets and 
dashboard audits

Build bespoke games, 
dashboards for civic datasets

Bellingcat Ukraine, Hoaxy,  TBCOV, 
Bad News Game,  Inoculation Game

Coordinated 
Inauthentic Behavior

Detecting Networks of 
superspreaders and bots

IO Archive, ASPI, Transparency 
Reports

https://www.poynter.org/ifcn/
https://open.feedback.org/
https://www.politifact.com/
https://www.snopes.com/
https://www.factcheck.org/
https://mediabiasfactcheck.com/
https://iffy.news/index/
https://www.newsguardtech.com/solutions/newsguard/
https://botometer.osome.iu.edu/
https://newsfeedback.shinyapps.io/HaveISharedFakeNews/
https://newsfeedback.shinyapps.io/HaveISharedFakeNews/
https://help.twitter.com/en/rules-and-policies/twitter-rules
https://developers.facebook.com/terms
https://developers.facebook.com/terms
https://www.ssrc.org/programs/the-mercury-project/mercury-project-grantees/
https://www.ssrc.org/programs/the-mercury-project/mercury-project-grantees/
https://ukraine.bellingcat.com/?id=CIV1825
https://hoaxy.osome.iu.edu/
https://crisisnlp.qcri.org/tbcov
https://www.getbadnews.com/books/english/
https://inoculation.science/inoculation-games/
http://io-archive.org
https://infoops.aspi.org.au/
https://www.sciencedirect.com/science/article/pii/S0308596122001793
https://www.sciencedirect.com/science/article/pii/S0308596122001793


Frameworks to Think Through

https://disarmframework.herokuapp.com

Slidesgo

https://disarmframework.herokuapp.com/
http://bit.ly/2PfT4lq

