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What Is Coordinated Inauthentic Behavior

e Inauthentic behavior is defined as the use of
assets (accounts, Pages, Groups, or Events),
to mislead people.

GLOBAL CIB DISRUPTIONS, 2017-2022
(by country of origin)

e Global coordinated networks of accounts
promoting disinformation online

e Meta and Twitter release transparency
reports post-hoc.

e No real-time solution nor verified damage
assessment because effects are hard to
quantify externally!



How to Detect Coordinated Inauthentic Behavior?

e Focus on the joint sharing of links and hashtags within short time intervals
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Figure 1: Overview of the proposed framework for studying coordinated behavior.

Nizzoli et al., 2021



https://ojs.aaai.org/index.php/ICWSM/article/view/18074/17877

Real-world Challenges

Platforms not incentivized to change enough if it
conflicts with business interests.

Methods often challenging to scale to large
networks, across platforms!

Limited view into specific sharing activity—what
else do these networks do?

General public unable to benefit from the
research in the short-term

How do we address these issues?



Real-world Solutions

Platforms not incentivized to change enough if it
conflicts with business interests.

Methods often challenging to scale to large
networks, across platforms!

Limited view into specific sharing activity—what
else do these networks do?

General public unable to benefit from the
research in the short-term

1111

Leverage news, fact-check datasets
and build external tools!

Develop sampling strategies for
networks and engagement signals

Collect detailed timeline activity of
coordinated accounts

Use local and global news to
crowdsource audits of CIB



Building Better Civic Integrity Tools - parrot.report

Parrot . Home Dashboard About

Welcome to Parrot!

A tool for identifying potentially manipulated narratives from state-run media

Click on 'Open Report' to calculate an article's narrative manipulation score. For more information about how it all works. See our About page

Start here

US escalated Ukraine-conflict

‘Russia criticises US of escalating tensions by
‘incorrectly’ claiming Russia is amassing troops at the
border of Ukraine and planning an invasion'

Biolabs Nazi-collaborator Stepan Bandera

This narrative concerns: 'US-Funded Biolabs in ‘Ukrainian neo-Nazis march to celebrate life of 'Nazi

Ukraine' collaborator' Stepan Bandera, a former leader of the
Organization of Ukrainian Nationalists'
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