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COORDINATED INAUTHENTIC BEHAVIOR

• Inauthentic behavior is defined as the 
use of assets (accounts, Pages, 
Groups, or Events), to mislead 
people.


• There are global coordinated 
networks of accounts promoting 
disinformation on social networks. 


• Meta and Twitter release transparency 
reports about them a while after 
taking them down.


• No real-time solution nor verified 
damage assessment because effects 
are hard to quantify externally!
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MEASURING THE HARMS DUE TO 
COORDINATED INAUTHENTIC BEHAVIOR
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• RQ: Quantify the relative impact of different algorithmic choices that a platform 
makes, for instance:


• To maximize engagement or not to maximize engagement?


• Should we promote diverse content that isn’t getting early views?


• Dealing with “controversial” opinions?


• Are penalties fair — what about false positives?

RESEARCH GOALS



SIMULATE A SOCIAL NETWORK

• Reddit is a pseudonymous social 
network comprising users who are 
part of like-minded groups or 
subreddits


• It has a community-based structure



SIMULATE A SOCIAL NETWORK

• Reddit is a pseudonymous social 
network comprising users who are 
part of like-minded groups or 
subreddits


• It has a community-based structure


• The state-action space for a user 
includes:


• Create a post/comment


• Upvote a post/comment


• Downvote a post/comment


• Cross-post an existing post
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• Developing a model for a 
user’s posting behavior


• Creating a story of how a 
user interacts with Reddit


• Use the data to set priors 
on interaction frequency


• Simulate counterfactual 
outcomes!

SIMULATING SOCIAL NETWORKS
REDDIT



https://youtu.be/GV5XuftiD7s

Agent

Friend-Follower Network

Pineapple Pizza Haters

Pineapple Pizza Lovers

Tweet Spread

Retweet Spread
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SIMULATING SOCIAL NETWORKS

https://youtu.be/GV5XuftiD7s


SIMPPL
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SIMPPL
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DISINFORMATION MANOEUVRES

20

K. Carley, 2020

https://link.springer.com/article/10.1007/s10588-020-09322-9/tables/1


REDDIT RECOMMENDER SYSTEMS



RANKING AND RECOMMENDATION ALGORITHMS

New Top Rising Controversial Best (Personalized)

Age of Post Age of Post Age of Post

# of Upvotes # of Upvotes # of Upvotes # of Upvotes

# of Downvotes

Age of Votes

Age of Comments

Relevance to User

Subreddit Membership



USING REAL-WORLD DATA TO DRIVE THE 
SIMULATIONS



REDDIT POST
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REDDIT POST
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Users

Interaction History

Post

User Not Commenting on Post

Comment



REDDIT POST
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Users

Post

History of user interactions
Comment

Interaction History
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T = 2018-12-31

T = 2019-01-15

T = 2019-01-22

REDDIT POSTS

Users

Post

Interaction History

Comment



HOW SUSCEPTIBLE ARE ALGORITHMS TO 
COORDINATED INAUTHENTIC BEHAVIOR?



WHAT ARE THE EFFECTS OF BRIGADING?

Similar levels of misleading content leads to different emergent dynamics

“New”, “Rising” algorithms

particularly susceptible to 


brigading

“Personalization” seems 

more likely to create 

echo chambers



WHAT ARE THE EFFECTS OF BRIGADING?

Despite similar levels of activity, there is a significant drop in the positive opinions expressed on the 
target subreddit for the “New” ranking algorithm
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APPLYING SIMPPL’S TECH TO NEWS ARTICLES
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DEMO
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SUMMARY

• We simulated coordinated campaigns seeking to manipulate public debate 

using multiple authentic/inauthentic (fake) accounts to mislead people.


• Goal: Quantify the harms arising from CIB on Social Networks


• Measure its effects on ranking and recommendation algorithms


• Use real-world networks and behavior to simulate counterfactual outcomes


• Next Steps: Simulate Interventions
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LET’S TALK!

@swapneel_mehta 
swapneelm.github.io 
swapneel.mehta@nyu.edu ai4abm.org

https://twitter.com/swapneel_mehta
https://swapneelm.github.io/
mailto:swapneel.mehta@nyu.edu
https://ai4abm.org/workshop_icml2022/


REDDIT USER ‘JONNYCREEPYCREPES3’
REAL-WORLD MODELING
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REDDIT WIKI PAGES

• User-driven hierarchical 
categorization of subreddits


• Discussion > Stories > Customer 
Service


• 4998 subreddits


• 5-level hierarchy of categories


• For each new subreddit 


• Split words > match embeddings 
> associate category
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CATEGORIZE POSTS ACROSS SUBREDDITS

['mormon', 'politics'] 

Predicted Subreddits:

['mormonhistory', 'ldshistory', 
'christianhistory', 'jewishhistory', 
'historicalreligion'] 

Predicted Category: 

[[None, 'History of People', None, None, 
None], 

 



REDUCING SUBREDDIT DIMENSIONALITY
MODELING CATEGORIES

Discussion
Comedy

Politics
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1. AGENT - LEVEL 
 

2. NETWORK - LEVEL 
 

3. HYBRID 
 

4. ADAPTIVE

Awareness campaigns, training, ideological change

Reduced sharing, visibility, confirmation of retweets

Blocking/Temporarily suspending users, articles, links

Time-limited blocking and reductions in sharing, visibility

REAL-WORLD INTERVENTIONS
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Agents + Networks Agents + Networks + Behaviors Agents + Networks + Behaviors + Interventions
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INTERVENTIONS TO LIMIT DISINFORMATION


