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VIRAL DISINFORMATION…

Nicki Minaj, Ars Technica, Vox, Vice, SciAm, Jimmy Kimmel Live 
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https://twitter.com/NICKIMINAJ/status/1437532566945341441
https://arstechnica.com/information-technology/2021/10/hacker-x-the-american-who-built-a-pro-trump-fake-news-empire-unmasks-himself/
https://www.vox.com/science-and-health/2017/6/17/15817056/alex-jones-megyn-kelly-lies-nbc-psychology-illusory-truth
https://www.vice.com/amp/en/article/4avjqb/conspiracy-theories-about-facebook-outage-spread-even-without-facebook?__twitter_impression=true
https://www.scientificamerican.com/article/fake-online-news-spreads-through-social-echo-chambers/


CNN, Forbes, TechCrunch, Mike Cernovich, NPR

…HAS REAL-WORLD CONSEQUENCES!

4

https://www.cnn.com/2020/03/23/africa/chloroquine-trump-nigeria-intl/index.html
https://www.forbes.com/sites/tarahaelle/2020/03/23/man-dead-from-taking-chloroquine-after-trump-touts-drug-for-coronavirus/
https://techcrunch.com/2020/10/19/tiktoks-qanon-ban-has-been-buggy/
https://www.bbc.com/news/blogs-trending-38156985
https://www.npr.org/sections/thetwo-way/2017/06/22/533941689/pizzagate-gunman-sentenced-to-4-years-in-prison


PLATFORMS ARE TRYING INTERVENTIONS…

Social Science One + FB, 2020 Election Research, Washington Post
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https://socialscience.one/blog/unprecedented-facebook-urls-dataset-now-available-research-through-social-science-one
https://medium.com/@2020_election_research_project/a-proposal-for-understanding-social-medias-impact-on-elections-4ca5b7aae10
https://www.washingtonpost.com/technology/2018/07/06/twitter-is-sweeping-out-fake-accounts-like-never-before-putting-user-growth-risk/


…WITH LITTLE SUCCESS

NYT, MIT, NBC News, Sanderson+, (2021)6

https://www.nytimes.com/2021/10/23/technology/facebook-india-misinformation.html
http://vis.mit.edu/covid-story/
https://www.nbcnews.com/tech/tech-news/tiktok-audio-gives-new-virality-misinformation-rcna1393
https://misinforeview.hks.harvard.edu/article/twitter-flagged-donald-trumps-tweets-with-election-misinformation-they-continued-to-spread-both-on-and-off-the-platform/


HOW TO ADDRESS THIS?
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DEBUG POLICY INTERVENTIONS!



I.         Problems with How Interventions are Studied


II.         Measuring Harms on Social Networks


III.        Applying Techniques in Practice
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DEBUGGING POLICY INTERVENTIONS



ESTIMATING THE CAUSAL EFFECT OF TWITTER’S 
INTERVENTIONS ON ENGAGEMENT WITH 

TRUMP’S TWEETS



CAUSAL EFFECTS
HOW DID TWITTER’S INTERVENTIONS AFFECT TRUMP?

• Estimating the causal effect of 
Twitter’s Interventions on Trump’s 
Tweets


• Two types of interventions: 
warning labels and removal


• Looking at multiple platforms 
reveal surprising conclusions 
about the interventional effects



CAUSAL EFFECTS
HOW DID TWITTER’S INTERVENTIONS AFFECT TRUMP?

• Naive estimates by Sanderson et. 
al (2021), indicate strong 
Streisand effect!


• Wait does this mean 
interventions are bad?!


• What tweets are we really 
comparing here and what are 
their features like?



CAUSAL EFFECTS
HOW DID TWITTER’S INTERVENTIONS AFFECT TRUMP?

• The intervened and non-
intervened tweets are very 
different -> biased estimate


• Causal Inference 101: Matching 
helps reduce biased estimates


• Let’s Match Tweets!


• Cool new matching technique by 
Hazlett and Xu (2019) called tjbal
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CAUSAL EFFECTS
HOW DID TWITTER’S INTERVENTIONS AFFECT TRUMP?

• Trajectory Balancing for matching 
the tweets using two methods:


• Mean Balancing


• Kernel Balancing


• Also balanced on toxicity scores, 
topics, sharing by elite users 


• But we don’t know intervention 
time so we need to guess when 
Twitter intervened…

ATT = 𝔼[Y1
it − Y0

it |Gi = 1]

𝔼[Y0
it |Yi,pre] = (1 Yi,pre)T θt

Requires Linearity in Prior Outcomes (LPO)

𝔼[Y0
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1
Ntr ∑
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CAUSAL EFFECTS
HOW DID TWITTER’S INTERVENTIONS AFFECT TRUMP?

• Robustness check over 
assumptions of earliest to latest 
time they could have intervened!


• T0 = earliest possible 
intervention


• T1 = latest possible intervention


• Kernel balanced estimates are 
most robust to changes
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RESULTS

• Streisand effect present but 
milder on Twitter


• Interventions on other platforms:


• Reduced public discussions of 
Trump’s tweets


• Marginal increase in private 
discussions but needs analysis 
of content 


• Interventions have distinct cross-
platform effects on public 
discourse!

WHAT DID INTERVENTIONS CAUSE?
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RESULTS

• Streisand effect present but 
milder on Twitter


• Interventions on other platforms:


• Reduced public discussions of 
Trump’s tweets


• Marginal increase in private 
discussions but needs analysis 
of content 


• Interventions have distinct cross-
platform effects on public 
discourse!

WHAT DID INTERVENTIONS CAUSE?



REDDIT - HARD
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REDDIT - SOFT
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FACEBOOK - HARD
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FACEBOOK - SOFT

0.06

0.06

0.04

0.04

0.04

0.04

0.04

0.18

0.18

0.18

0.17

0.17

0.17

0.17

0.06

0.06

0.04

0.04

0.04

0.03

0.03

0.07

0.07

0.05

0.04

0.04

0.04

0.04

0.09

0.09

0.08

0.04

0.04

0.04

0.04

0.17

0.17

0.17

0.16

0.16

0.16

0.16

0.11

0.11

0.11

0.11

0.11

0.11

0.11

0.08

0.07

0.07

0.07

0.07

0.07

0.07

0.1

0.1

0.08

0.08

0.08

0.08

0.08

3

6

12

18

24

36

45

60 120 300 600 900 1000 1200 1500 1800
Est. Intervention t0 (sec)

Ex
am

in
ed

 a
fte

r t
1 

(h
rs

)
stat.sig

 

*

−120

−90

−60

att



INSTAGRAM - SOFT
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I.         Problems with How Interventions are Studied


II.         Measuring Harms on Social Networks


III.         Applying Techniques in Practice

DEBUGGING POLICY INTERVENTIONS



ESTIMATING THE IMPACT OF COORDINATED 
INAUTHENTIC BEHAVIOR ON CONTENT 

RECOMMENDATIONS IN SOCIAL NETWORKS
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• Inauthentic behavior is defined as the 
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• There are global coordinated 
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COORDINATED INAUTHENTIC BEHAVIOR

• Inauthentic behavior is defined as the 
use of assets (accounts, Pages, 
Groups, or Events), to mislead 
people.


• There are global coordinated 
networks of accounts promoting 
disinformation on social networks. 


• Meta and Twitter release transparency 
reports about them a while after 
taking them down.


• No real-time solution nor verified 
damage assessment because effects 
are hard to quantify externally!



(COST TO)

MITIGATE THESE INFLUENCE OPS!



MEASURING THE HARMS DUE TO 
COORDINATED INAUTHENTIC BEHAVIOR

(COST TO)

MITIGATE THESE INFLUENCE OPS!



34

• RQ: Quantify the relative impact of different algorithmic choices that a platform 
makes, for instance:

RESEARCH GOALS
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• RQ: Quantify the relative impact of different algorithmic choices that a platform 
makes, for instance:


• To maximize engagement or not to maximize engagement?


• Should we promote diverse content that isn’t getting early views?


• Dealing with “controversial” opinions?


• Are penalties fair — what about false positives?

RESEARCH GOALS



SIMULATE A SOCIAL NETWORK

• Reddit is a pseudonymous social 
network comprising users who are 
part of like-minded groups or 
subreddits


• It has a community-based structure



SIMULATE A SOCIAL NETWORK

• Reddit is a pseudonymous social 
network comprising users who are 
part of like-minded groups or 
subreddits


• It has a community-based structure


• The state-action space for a user 
includes:


• Create a post/comment


• Upvote a post/comment


• Downvote a post/comment


• Cross-post an existing post



REDDIT
SIMULATING SOCIAL NETWORKS

• Developing a model for a 
user’s posting behavior


• Creating a story of how a 
user interacts with Reddit



REDDIT
SIMULATING SOCIAL NETWORKS

• Developing a model for a 
user’s posting behavior


• Creating a story of how a 
user interacts with Reddit



• Developing a model for a 
user’s posting behavior


• Creating a story of how a 
user interacts with Reddit


• Use the data to set priors 
on interaction frequency


• Simulate counterfactual 
outcomes!

SIMULATING SOCIAL NETWORKS
REDDIT



https://youtu.be/GV5XuftiD7s

Agent

Friend-Follower Network

Pineapple Pizza Haters

Pineapple Pizza Lovers

Tweet Spread

Retweet Spread

43

SIMULATING SOCIAL NETWORKS

https://youtu.be/GV5XuftiD7s


SIMPPL

44



SIMPPL

45



DISINFORMATION MANOEUVRES

46

K. Carley, 2020

https://link.springer.com/article/10.1007/s10588-020-09322-9/tables/1


REDDIT RECOMMENDER SYSTEMS



RANKING AND RECOMMENDATION ALGORITHMS

New Top Rising Controversial Best (Personalized)

Age of Post Age of Post Age of Post

# of Upvotes # of Upvotes # of Upvotes # of Upvotes

# of Downvotes

Age of Votes

Age of Comments

Relevance to User

Subreddit Membership



USING REAL-WORLD DATA TO DRIVE THE 
SIMULATIONS



REDDIT POST
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REDDIT POST
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Users

Post

User Commenting on Post Comment

Interaction History



REDDIT POST
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Users

Interaction History

Post

User Not Commenting on Post

Comment



REDDIT POST
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Users

Post

History of user interactions
Comment

Interaction History
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T = 2018-12-31

T = 2019-01-15

T = 2019-01-22

REDDIT POSTS

Users

Post

Interaction History

Comment



REDDIT USER ‘JONNYCREEPYCREPES3’
REAL-WORLD MODELING

3



CATEGORIZE POSTS ACROSS SUBREDDITS

['mormon', 'politics'] 

Similar Subreddits:

['mormonhistory', 'ldshistory', 
'christianhistory', 'jewishhistory', 
'historicalreligion'] 

Predicted Category: 

[[None, 'History of People', None, None, 
None], 

 



REDUCING SUBREDDIT DIMENSIONALITY
MODELING CATEGORIES

Discussion
Comedy

Politics

3



HOW SUSCEPTIBLE ARE ALGORITHMS TO 
COORDINATED INAUTHENTIC BEHAVIOR?



WHAT ARE THE EFFECTS OF BRIGADING?

Similar levels of misleading content leads to different emergent dynamics

“New”, “Rising” algorithms

particularly susceptible to 


brigading

“Personalization” seems 

more likely to create 

echo chambers



WHAT ARE THE EFFECTS OF BRIGADING?

Despite similar levels of activity, there is a significant drop in the positive opinions expressed on the 
target subreddit for the “New” ranking algorithm



CONTENT DISTRIBUTION CHOICES



CONTENT DISTRIBUTION CHOICES



I.         Problems with How Interventions are Studied


II.         Measuring Harms on Social Networks


III.         Applying Techniques in Practice

DEBUGGING POLICY INTERVENTIONS



HELPING LOCAL NEWS UNDERSTAND THEIR 
ONLINE AUDIENCES WITH AI



APPLYING SIMPPL’S TECH TO NEWS ARTICLES



HELPING LOCAL NEWS UNDERSTAND AUDIENCES
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EXAMPLE



DEMO

70

https://simppl.org

https://simppl.org
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PRODUCT

Track Engagement and KPIs

Monitor Subscriber Preferences

Predict a Post's Reach

Automate Digital Strategy




COLLABORATORS

Jonathan Nagler Richard Bonneau

Atılım Güneş Baydin Bogdan State

Philip Torr

72
Joshua Tucker James Bisbee



UNICODE RESEARCH - ML COLLABORATION

https://unicode-research.netlify.app/people/

https://unicode-research.netlify.app/people/


I.         We can study interventions better, causally


II.         We should track harms from CIB


III.         Build more tools for policymakers and the public

SUMMARY



LET’S TALK!

@swapneel_mehta 
swapneelm.github.io 
swapneel.mehta@nyu.edu Shoutout to ai4abm.org

https://twitter.com/swapneel_mehta
https://swapneelm.github.io/
mailto:swapneel.mehta@nyu.edu
https://ai4abm.org/workshop_icml2022/


REDDIT USER ‘JONNYCREEPYCREPES3’
REAL-WORLD MODELING
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REDDIT WIKI PAGES

• User-driven hierarchical 
categorization of subreddits


• Discussion > Stories > Customer 
Service


• 4998 subreddits


• 5-level hierarchy of categories



REDDIT WIKI PAGES

• User-driven hierarchical 
categorization of subreddits


• Discussion > Stories > Customer 
Service


• 4998 subreddits


• 5-level hierarchy of categories


• For each new subreddit 


• Split words > match embeddings 
> associate category
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CATEGORIZE POSTS ACROSS SUBREDDITS

['mormon', 'politics'] 

Predicted Subreddits:

['mormonhistory', 'ldshistory', 
'christianhistory', 'jewishhistory', 
'historicalreligion'] 

Predicted Category: 

[[None, 'History of People', None, None, 
None], 
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Discussion
Comedy

Politics

3



1. AGENT - LEVEL 
 

2. NETWORK - LEVEL 
 

3. HYBRID 
 

4. ADAPTIVE

Awareness campaigns, training, ideological change

Reduced sharing, visibility, confirmation of retweets

Blocking/Temporarily suspending users, articles, links

Time-limited blocking and reductions in sharing, visibility

REAL-WORLD INTERVENTIONS
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Agents + Networks Agents + Networks + Behaviors Agents + Networks + Behaviors + Interventions
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INTERVENTIONS TO LIMIT DISINFORMATION


