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VIRAL DISINFORMATION...

Fact Check ?> Fake News

Nope Francis

Reports that His Holiness has endorsed Republican presidential
MCandidate Donald Trump originated with a fake news web site.
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Conspiracy Theories
About Facebook Outage
Spread Even Without
Facebook

Some people believe the hourslong outage may be linked to a

srupp'osed dgta pregch that is, most likely, actuvallyﬁa sqam. ,, . Nicki Minaj @

O My cousin in Trinidad won’t get the vaccine cuz his
=== friend got it & became impotent. His testicles became
i* ““&  swollen. His friend was weeks away from getting
= married, now the girl called off the wedding. So just
pray on it & make sure you’re comfortable with ur
decision, not bullied

ui-\

“Hacker X"—the American who built a pro-
JIMMY ~ o Trump fake news empire—unmasks himself

% LIVE! . M IS S I N FO R MAT r | He was hired to build a fake news op but now wants to put things right.

AX SHARMA - 10/14/2021, 8:00 AM

~.l -
24 W

Nlckl Mlnaj, Ars Technlca Vox, Vlce SC|Am Jimmy Klmmel lee



https://twitter.com/NICKIMINAJ/status/1437532566945341441
https://arstechnica.com/information-technology/2021/10/hacker-x-the-american-who-built-a-pro-trump-fake-news-empire-unmasks-himself/
https://www.vox.com/science-and-health/2017/6/17/15817056/alex-jones-megyn-kelly-lies-nbc-psychology-illusory-truth
https://www.vice.com/amp/en/article/4avjqb/conspiracy-theories-about-facebook-outage-spread-even-without-facebook?__twitter_impression=true
https://www.scientificamerican.com/article/fake-online-news-spreads-through-social-echo-chambers/

.HAS REAL-WORLD CONSEQUENCES!
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{ Q Pizzagate : : ; -
Pizzagate Is not going to go away, this story

fop  Lsers Videos seun will be huge! reddit.com/r/pizzagate/

55 1615 BEEaDESEE

Eve‘fhl:"yst E:;\pagree ZZI;%eﬁtflorL:;ta;dlt# Man Dead From Taking
T TS Chloroquine Product After
Trump Touts Drug For

Coronavirus

_ Tara Haelle Senior Contributor ©®
- Healthcare
il I offer straight talk on science, medicine, health and vaccines.
o-51 #savethedhﬁdren

angfiihouS TS #pizzogatesitucktrump One man told CNN that in a pharmacy near his home on the Lagos mainland, he witnessed the

confirmed.. pizzagate.. #STOP ©

B

price rise by more than 400% in a matter of minutes.

@fal!_rainwater S’ 46 s mr‘;ttﬁUQ e (W §

CNN, Forbes, TechCrunch, Mike Cernovich, NPR



https://www.cnn.com/2020/03/23/africa/chloroquine-trump-nigeria-intl/index.html
https://www.forbes.com/sites/tarahaelle/2020/03/23/man-dead-from-taking-chloroquine-after-trump-touts-drug-for-coronavirus/
https://techcrunch.com/2020/10/19/tiktoks-qanon-ban-has-been-buggy/
https://www.bbc.com/news/blogs-trending-38156985
https://www.npr.org/sections/thetwo-way/2017/06/22/533941689/pizzagate-gunman-sentenced-to-4-years-in-prison

PLATFORMS ARE TRYING INTERVENTIONS...

Technology

Twitter is sweeping out fake accounts like never before, putting user
srowth at risk

Twitter suspended more than 70 million accounts in May and June, and the pace has continued in July

Unprecedented Facebook URLs Dataset now

Available for Academic Research through J'TIKTOK  pizzagate Q
Social Science One

February 13, 2020

Gary King and Nathaniel Persily Top Accounts Videos

No results found

Meta

New Facebook and Instagram
Research Initiative to Look at
US 2020 Presidential Election

August 31, 2020
By Nick Clegg, VP of Global Affairs and Communications; Chaya Nayak, Head of Facebook’s Open
Research and Transparency Team

This phrase may be associated with behavior or content that violates
our guidelines. Promoting a safe and positive experience is TikTok's
top priority. For more information, we invite you to review our
Community Guidelines.

Social Science One + FB, 2020 Election Research, Washington Post



https://socialscience.one/blog/unprecedented-facebook-urls-dataset-now-available-research-through-social-science-one
https://medium.com/@2020_election_research_project/a-proposal-for-understanding-social-medias-impact-on-elections-4ca5b7aae10
https://www.washingtonpost.com/technology/2018/07/06/twitter-is-sweeping-out-fake-accounts-like-never-before-putting-user-growth-risk/

...WITH LITTLE SUCCESS

nytimes.com

. A Genocide Incited on Facebook, With |
Twitter flagged Donald - Posts From Myanmar’s Military

Trump’s tweets with election | .......
mlSll.lfOPmatl‘)m They . In India, Facebook Struggles to

continued to spread bothon | combat Misinformation and Hate |
and off the platform . Speech

Sheera Frenkel, Davey Alba ‘

On TikTok, audio gives new virality to
misinformation

The Institute for Strategic Dialogue analyzed 124 TikTok videos featuring vaccine misinformation

that garnered more than 20 million views and 2 million likes, comments and shares.
f NYT, MIT, NBC News, Sanderson+, (2021)



https://www.nytimes.com/2021/10/23/technology/facebook-india-misinformation.html
http://vis.mit.edu/covid-story/
https://www.nbcnews.com/tech/tech-news/tiktok-audio-gives-new-virality-misinformation-rcna1393
https://misinforeview.hks.harvard.edu/article/twitter-flagged-donald-trumps-tweets-with-election-misinformation-they-continued-to-spread-both-on-and-off-the-platform/
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DEBUG POLICY INTERVENTIONS!




WHICH POLICY INTERVENTIONS®?

@

Donald J. Trump &
@realDonaldTrump

He only won in the eyes of the FAKE NEWS MEDIA. |
concede NOTHING! We have a long way to go. This was
a RIGGED ELECTION!

@ This claim about election fraud is disputed

9:19 AM - Nov 15, 2020 - Twitter for iPhone
108K Retweets 47.2K Quote Tweets 567.8K Likes
@ Donald J. Trump & @realDonaldTrump - 1h
Some or all of the content shared in this Tweet is disputed

and might be misleading about an election or other civic
process. Learn more

Tl




WHICH POLICY INTERVENTIONS?

Donald J. Trump &
@realDonaldTrump

 Tweets that violate terms of service

are 'intervened upon' by the He only won in the eyes of the FAKE NEWS MEDIA. |
concede NOTHING! We have a long way to go. This was

platform in various ways
a RIGGED ELECTION!

@ This claim about election fraud is disputed

9:19 AM - Nov 15, 2020 - Twitter for iPhone
108K Retweets 47.2K Quote Tweets 567.8K Likes
e Donald J. Trump & @realDonaldTrump - 1h
Some or all of the content shared in this Tweet is disputed

and might be misleading about an election or other civic
process. Learn more

Tl




WHICH POLICY INTERVENTIONS?

Donald J. Trump &
@realDonaldTrump

 Tweets that violate terms of service

are 'intervened upon’ by the He only won in the eyes of the FAKE NEWS MEDIA. |
; : | :
platform in various ways concede NOTHING! We have a long way to go. This was
a RIGGED ELECTION!
e Two types Of iInterventions: @ This claim about election fraud is disputed
Warning Iabels and remOvaI 9:19 AM - Nov 15, 2020 - Twitter for iIPhone

108K Retweets 47.2K Quote Tweets 567.8K Likes

e Donald J. Trump & @realDonaldTrump - 1h
Some or all of the content shared in this Tweet is disputed
and might be misleading about an election or other civic
process. Learn more
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» Tweets that violate terms of service
are 'intervened upon’ by the
platform in various ways

» Two types of interventions:
warning labels and removal

* Not much literature available on
cross-platform causal effects of
such policies despite their
widespread deployment across
politics and public health

He only won in the eyes of the FAKE NEWS MEDIA. |
concede NOTHING! We have a long way to go. This was

WHICH POLICY INTERVENTIONS?

Donald J. Trump &
@realDonaldTrump

a RIGGED ELECTION!

@ This claim about election fraud is disputed

9:19 AM - Nov 15, 2020 - Twitter for iPhone

108K Retweets 47.2K Quote Tweets 567.8K Likes

@

Donald J. Trump & @realDonaldTrump - 1h

Some or all of the content shared in this Tweet is disputed
and might be misleading about an election or other civic
process. Learn more
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WHAT IS THE IMPACT OF INTERVENTIONS?

Expected Reduction in Engagement by Intervention Observed Increase in Engagement by Intervention
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Expectation: Reduced Engagement Reality: Increased Engagement




HOW DID TWITTER’S INTERVENTIONS AFFECT TRUMP?
CAUSAL EFFECTS

A

Cumulative Number of Retweets
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HOW DID TWITTER’S INTERVENTIONS AFFECT TRUMP?
CAUSAL EFFECTS

A == Hard Intervention
% % Soft Intervention
* Naive estimates by Sanderson et. — No Intervention
al (2021), indicate strong oo

Streisand effect!
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CAUSAL EFFECTS

A == Hard Intervention
% % Soft Intervention
* Naive estimates by Sanderson et. — No Intervention
al (2021), indicate strong oo

Streisand effect!

§3oooo—
» Wait does this mean :
interventions are bad?! g
220000‘
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HOW DID TWITTER’S INTERVENTIONS AFFECT TRUMP?
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HOW DID TWITTER’S INTERVENTIONS AFFECT TRUMP?
CAUSAL EFFECTS

A == Hard Intervention
% % Soft Intervention
* Naive estimates by Sanderson et. — No Intervention
al (2021), indicate strong oo

Streisand effect!

30000 -

* Wait does this mean
interventions are bad?!

20000 1

Cumulative Number of Retweets

* What tweets are we really
comparing here and what are 10000
their features like?
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HOW DID TWITTER’S INTERVENTIONS AFFECT TRUMP?
CAUSAL EFFECTS

e The intervened and non- Retweets Favorites
First 10 Minutes First 10 Minutes

intervened tweets are very \
different -> biased estimate

/
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* The intervened and non-
intervened tweets are very
different -> biased estimate

CAUSAL EFFECTS
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* The intervened and non-
intervened tweets are very
different -> biased estimate

» Causal Inference 101: Matching
helps reduce biased estimates
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HOW DID TWITTER’S INTERVENTIONS AFFECT TRUMP?

The intervened and non-
intervened tweets are very
different -> biased estimate

Causal Inference 101: Matching
helps reduce biased estimates

Let’'s Match Tweets!

nation, section, will O

-0.10 -0.05 0.00

CAUSAL EFFECTS

bdllot, count, number
thousand, allow, peopl
tlect, rig,
signatur, georgia, briankempga
voter, massiv, see
voter, detroit, fraud
vote, biden, state

won, left, democrat
let, steal, presiden

_O_
—_O—

got, caught, mani ,

januari, late, lead — O

big, fraud, greatest | —O—
pennsylvania, frack, ban | —O—
oann, now, humber —O
can, court, countri —O—
win, put, state O~
case, will, want 1O
vote, million, presid O

fight, democrat, just ~——O—
happen, legal, thing —O—

state, presid, court M
biden, joe, school O
year, biden, rememb O
will, leav, long 0!

courag, true, wow

never, like, justic

sign, patriot, just

republican, get, senat

O
7\
: : ~
georgia, governor, briankempga O
O
7\
\J
trump, won, texa O
7\
\J

poll, foxnew, rate
realli, work, countri —0O—
usa, world, vaccin O—
general, attorney, nice —O0—

thank, michigan, land —Q—r

via, breitbartnew, trump
biden, day, will
show, good, tonight +
great, america, make —6—
much, truth, ever ——O—
help, will, support O

high, new, respect
xxxurlxxx, wisdom, will

great, watch, honor
peopl, give, get
news, fake, media O

will, thanksgiv, today ——O—
vaccin, approv, get
vaccin, fast, drug

T

./
)
S

I
I
|
|
I
I

\J

et I

S
|
|
|
|
|
|

O
Prevalence
O 0.01
O 0.02
O 0.03
0.05

Less likely to be censored ... More likely to be censored




HOW DID TWITTER’S INTERVENTIONS AFFECT TRUMP?

The intervened and non-
intervened tweets are very
different -> biased estimate

Causal Inference 101: Matching
helps reduce biased estimates

Let’'s Match Tweets!

Cool new matching technique by
Hazlett and Xu (2019) called tjbal
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CAUSAL EFFECTS

* Robustness check over
assumptions of earliest to latest
time they could have intervened!

» TO = earliest possible
Intervention

» T1 = latest possible intervention




HOW DID TWITTER’S INTERVENTIONS AFFECT TRUMP?
CAUSAL EFFECTS

Robustness check over
assumptions of earliest to latest
time they could have intervened!

TO = earliest possible
Intervention

T1 = latest possible intervention

Kernel balanced estimates are
most robust to changes




HOW DID TWITTER’S INTERVENTIONS AFFECT TRUMP?

CAUSAL EFFECTS

Robustness check over
80,000

assumptions of earliest to latest

time they could have intervened!
60,000

Number of favorites

TO = earliest possible

intervention #0.000

T1 = latest possible intervention 20,000

Kernel balanced estimates are )
most robust to changes 0

Treated

Unweighted Controls

10,000

20,000

30,000
Seconds from original tweet




HOW DID TWITTER’S INTERVENTIONS AFFECT TRUMP?
CAUSAL EFFECTS

Robustness check over
. . 80,000
assumptions of earliest to latest

time they could have intervened!
60,000

Number of favorites

TO = earliest possible

intervention #0.000

T1 = latest possible intervention 20,000

Kernel balanced estimates are )
most robust to changes

Treated

Earliest intervention at 1200 seconds

Unweighted Controls
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Seconds from original tweet



HOW DID TWITTER’S INTERVENTIONS AFFECT TRUMP?

CAUSAL EFFECTS

Robustness check over

. . ¢ 80,000
assumptions of earliest to latest £
=
o . ©
time they could have intervened! =
= 60,000
5
TO = earliest possible z
intervention .
T1 = latest possible intervention 20,000
Kernel balanced estimates are 0

most robust to changes

Treated

Weighted Controls

Earliest intervention at 1200 seconds

- - -
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20,000

30,000
Seconds from original tweet

Unweighted Controls




HOW DID TWITTER’S INTERVENTIONS AFFECT TRUMP?
CAUSAL EFFECTS

Robustness check over
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ATT = EfY, =Y. G, =1

Requires Linearity in Prior Outcomes (LPO)

_[Yi(z | Y',pre] =t (1 Yi,pre)T 6,t
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* Trajectory Balancing for matching AlT = [th — Yit | Gi m— 1]
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» Trajectory Balancing for matching
the tweets using two methods:

* Mean Balancing
» Kernel Balancing

» Also balanced on toxicity scores,
topics, sharing by elite users

e But we don’t know intervention
time so we need to guess when
Twitter intervened...

HOW DID TWITTER’S INTERVENTIONS AFFECT TRUMP?

CAUSAL EFFECTS
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CHECKING PRE-TREATMENT BALANCE

Covariate Balance
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platforms:
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» Streisand effect present but
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platforms:
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CROWDTANGLE RESULTS - CROSS-PLATFORM MATCHES

Virality of Tweet ID #1325099845045071873
"I WON THIS ELECTION, BY A LOT!"

5-0-aBAmE—0 WO VO——

o— Facebook

Nov 15

Subscribers o

[ Reddit b

Dec 01 Dec 15

100K o 1M O 10M (O 30M

| Instagram

Jan 01

Date

- Tweets are shared beyond just

platform of origin, Twitter

- What are the effects of interventions

across different platforms?

- Use CrowdTangle to collect

cross-platform data re: tweets

- Can track “hard” interventions!
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Soft Interventions cause a decrease in FB posts!




FACEBOOK - HARD INTERVENTIONS
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Reddit posts retrieved from CrowdTangle pre-dating the Tweet Creation Time
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seconds before creation of tweet

MAKE AMERICA GREAT AGAIN!

If you need information on how or where to VOTE, click below! #MAGA https:/
https://t.co/gsFSghkmdM

Get out & VOTE! Under my Administration, our ECONOMY is growing at the
STOP THE COUNT!

People were screaming STOP THE COUNT & WE DEMAND TRANSPARENCY (As Legal
WE WILL WIN!

https://t.co/ywiw6sPicl

I won the Election!

....WILL APPEAL!

The "“losers & suckers” statement on dead military heroes has been prove
RIGGED ELECTION!

..... Therefore, if the very dangerous & unfair Section 230 is not compl

MAKE AMERICA GREAT AGAIN!

I will easily & quickly win Georgia if Governor @BrianKempGA or the Sec

FOR COURAGE & BRILLIANCE! https://t.co/mPM5ejy2IU

NASDAQ and S&P close at all-time highs. Congratulations!

WE HAVE JUST BEGUN TO FIGHT!!!

If a Democrat Presidential Candidate had an Election Rigged & Stolen, w

PROBLEMS WITH CROWDTANGLE DATA COLLECTION

- Collected data by searching for tweet

URL and exact text match for tweets

- Exact text match is not really exact...

- Returns posts as search results from

before the tweet was actually created

- To top it off, we are required to delete

locally collected post content that is
banned on-platform — no local copies to
qualitatively check post content!

- How to fix this®




PROBLEMS WITH CROWDTANGLE DATA COLLECTION

- Fit regression model to estimate fixed False Positive Rate
for search results on each tweet

- Remove the false matched posts from the original tweets

- Reestimate trajectories based on correct matches

* Unfortunately not left with enough reliable data on hard
interventions to estimate confidence intervals...




FIXING CROWD TANGLE DATA COLLECTION

Estimating the FPR for FB CrowdTangle Search Results Estimating the No. of Corrected Matches from CrowdTangle
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FACEBOOK - SOFT INTERVENTIONS
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REDDIT - SOFT INTERVENTIONS
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NORTH CAROLINA: To make sure your Ballot COUN...
The Supreme Court decision on voting in Penns...
People were screaming STOP THE COUNT & WE...

WHAT IS THIS ALL ABOUT? https://t.co/6487pYLZ...
Why won't Governor @BrianKempGA, the hapless ...
Mail-In rejection rate was minuscule compared...
...AND I WON THE ELECTION. VOTER FRAUD ALL OV...
For years the Dems have been preaching how un...

I easily WIN the Presidency of the United Sta...

The only thing secure about our 2020 Election...
Watch @marklevinshow at 8:00 P.M. Will discu...
RIGGED ELECTION. WE WILL WIN!...

I Was In Philadelphia Watching Fraud Happen. ...
https://t.co/YHscjY6GS8L...

Flu season is coming up! Many people every ye...

Tweet Text

What does GSA being allowed to preliminarily ...
"Nevada 'fraud': 1,500 ‘dead’ voters, 42,248 ...

A brave patriot. More & more people are s...
.@60Minutes never asked us for a comment abou...
Must see @seanhannity takedown of the horribl...
Georgia Secretary of State, a so-called Repub...
Statement by Donald J. Trump, The President o...
700,000 ballots were not allowed to be viewed...
The Governor of Georgia, and Secretary of Sta...
RT @realDonaldTrump: https://t.co/AMITOWetT1...
It attempted to alter our election and got ca...

A guy named Al Schmidt, a Philadelphia Commis...
Incredibly stated Jim! https://t.co/FNbZ71gsZ...
https://t.co/jOjTBURGjv...

They are working hard to make up 500,000 vote...

This is not at all frivolous. It is brought o...

Do something @BrianKempGA. You allowed your s...
https://t.co/11BmRoMKa3...
Thanks Mark. It’s all a continuation of the n...

I will be speaking before a very important Pe...

Normalized Negative Sentiment in Reddit Comments

...but with mostly negative
sentiment!
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normalized negative sentiment score
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PROBLEMS WITH CROWD TANGLE DATA COLLECTION

- Fit regression model to estimate fixed False Positive Rate
for search results on each tweet

- Remove the false matched posts from the original tweets

- Reestimate trajectories based on correct matches

* Unfortunately not left with enough reliable data on hard
interventions to estimate confidence intervals... except for

one thing|!




FACEBOOK - HARD INTERVENTIONS
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SUMMARY

- There was a milder Streisand effect on Twitter than originally
thought, but a statistically significant one nevertheless

- Interventions on a single platform have a downstream effect on

the ecosystem; cross platform effects estimation has its own set of
challenges

* Need more detailed analysis of post and comment contents to
understand broader impact of interventions

* We need more evidence-based evaluation for policy interventions
deployed by social platforms!
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