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Trigger Warning: Discussion of Online Abuse 
 
You can skip 1 slide.
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Online Platforms have

01

02 Online Abuse

Spread of misleading and malicious 
content by networks of coordinated 
actors who game algorithms and 
policies to manipulate the public.

Racist, identity, and sexual attacks 
targeting minorities are at historic highs. 
Child sexual abuse material is rising 
astronomically despite safeguards.

Disinformation

governance problems.
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Disinformation is undermining democracy.01

60%
US adults report 
confusion in being able 
to tell apart fake news

72%
Americans report 
exposure to perceived 
misleading info. online
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Disinformation is undermining democracy.01

60%
US adults report 
confusion in being able 
to tell apart fake news

~30%
lower trust in news for 
US adults since 2021

72%
Americans report 
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18%
Reduction in knowledge 
for adults who get all their 
news from social media 
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Gallup, Pew, Statista, Guardian 6



What information is 
being shared online?

Identification

Dealing with Misleading Content and Activities
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What information is 
being shared online?

Identification

Is this misleading?

Dealing with Misleading Content and Activities

Is this coordinated?

STOP

FAKE NEWS? ? ?

?

Assessment
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What information is 
being shared online?

Identification

Is this misleading?

Assessment

What can we do to 
limit its harms?

Actioning

We make Identification and Verification Easier

Is this coordinated?

STOP

FAKE NEWS? ? ?

?
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Operationalize Metrics to Augment 
Disinformation Identification and 
Verification by Anyone
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Case Study: Russian state-backed media is 
a major part of its "pillars of disinformation"

GEC Report

Official Govt. Communications

Proxy Sources

State-funded Global Messaging

Social Media

Cyber-enabled Disinformation

01

02

03

04

05
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RT.com and Sputnik News

Known sources of disinformation and influence 
operations.

We track 8000 articles posted since 2021.

Reuters, State.Gov, Guardian 

Some believed to be manipulated. 
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How to help Identify Manipulative Narratives?

Understand the spread of the postRT and Sputnik News Articles
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Collect Real-time Data

Tweets about the Article


Accounts Posting the Tweets, 
Account Tweet History, Metrics


Account  Followers, 
Account Followers Tweet History


Favoriting, Retweeting, 
	 and Quote Tweeting Accounts
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Influential Accounts Created Years Ago are still Active!
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Content-level analysis isn't enough to tell apart 
potentially coordinating accounts
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Find Interesting Groups: Signal from Noise

Accounts that share 
potentially manipulated 
narratives (RT, Sputnik)

Accounts that follow 1 - 3 
blue accounts

Accounts that follow 4+ 
blue accounts
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Identify Narratives Among these Groups
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Find Connections between Narratives
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Identify the most "Impactful" Accounts

Impact = Mean Toxicity x log(follower count)
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Some User Groups Share a LOT of Articles

Heatmap showing user groups (x-axis) and 
chronologically ordered articles (y-axis) 
indicating a marked uptick in sharing of news 
around the time of the Russian invasion of 
Ukraine (late 2021-2022)
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Analysis Reveals Coordination Patterns
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Russian Officials Speculating 
on FIFA Decision

Ukraine Aid Bill is a License to Kill

Identify Candidate Narratives with Unusual Trends 
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Detecting Propaganda in the Content
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What information is 
being shared online?

Identification

Is this misleading?

Verification

What can we do to 
limit its harms?

Actioning

Making Identification and Verification Easier

Is this coordinated?

STOP

FAKE NEWS? ? ?

?

Governance How to go about all 3 steps 
in a principled manner?
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Discover Optimal Policies with Simulations

It's an Adversarial SpaceProblem

Platforms slowly make policies 
that bad actors quickly adapt to 
bypass, undermining public trust 
and safety.

Solution Adaptive Governance
Anticipate adversarial behavior from 
coordinated networks.

Use simulation intelligence to test 
policy effectiveness and plug loopholes.
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Track Superspreaders01 02

03 04

Model Information Flows

Predict Future Risks Deploy Interventions

Identify inorganic content-sharing 
behavior to track superspreaders 
of misinformation.

Probabilistic AI recreates algorithm-
driven information propagation 
across online communities.

Detect emergent narratives in 
fringe and alt communities going 
beyond mainstream media.

Determine when and where to 
intervene in order to optimally 
counter influence operations.

Better Governance against Online Harms
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Demographic VarianceCommunity Membership

Help Newsrooms and Policymakers 
Understand Audiences

Estimate what communities  
are at risk for polarized 
debate and disinformation.

Model trends, preferences, and 
topics of conversation for each 
demographic via cohort analysis.

@nytimes

Social Media Analysis

Track what other content 
audiences like to engage with 
to personalize content.
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Help Defend the Public against 
Information Operations

Analyse Bad Actor BehaviorTrack Misleading Cliques

Identify actors that frequently 
participate in the promotion of 
policy-violating content. 

Find patterns within strategic 
behavior exhibited by coordinated 
networks of actors.

Deploy Countermeasures

Provide safeguards and improve  
defense against information 
operations.
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$11B

$155B

$30B $18B

Cybersecurity

CyberDefense

13.4% CAGR
Projected, 2024

Market Opportunity

Trust and 
Safety

$8.5B
CyberDefense 
Simulations

14.3% CAGR

Simulators
$3.1B
Audience 
Analytics

12.5% CAGR

Serviceable Addressable Market
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Next Steps

Newsrooms

 Disinformation Tracker
2

3

1

Cyberdefense Operations

Working with journalists to make it easy to track the impact of digital publications. 

Help organizations like the Wikimedia Foundation track coordinated behavior 
propagating misleading information online. 

Calibrate and deploy simulation models to track influence ops in the wild, online abuse 

​working with defense agencies.
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Govt. Funding

Non-dilutive funding 
for cutting-edge 

technology ventures.

Scale our product to 
automate detection of 
information operations.

Cyber Defense

What's Next

Research

Deploy and publish our 
simulator to study 

online disinformation. 

Release public tool to 
track and analyse 
online propaganda.

Team Parrot
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